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SCIENTIFIC RESEARCH

Record of processing activities

EU General Data Protection Regulation
Creation date: 27 April 2025

Coercive control and transforming practices of power: Understanding the
experiences and needs of child victims-survivors (1 September 2023 - 31
August 2027)

This privacy notice describes the processing of the personal data of the persons participating in
the study in the aforementioned research project funded by the Research Council of Finland
(decision number 356374).

Section 17 of this privacy notice explains in more detail what rights you have and how you can
influence the processing of your personal data or the data of your child as a guardian.

The privacy notice is published on the University of Lapland website:
https://www.ulapland.fi/capucs-project

1. Research data controller
The project data controller is the University of Lapland.
University of Lapland
Address: Yliopistonkatu 8, 96300 Rovaniemi

Contact person in matters concerning the study:

Name: Merja Laitinen (Principal Investigator of the project)

Address: Faculty of Social Sciences, Yliopistonkatu 8, 96300 Rovaniemi
Telephone number: +358 40 509 2153

Email address: merja.laitinen@ulapland.fi

2. Description of the research project and the purpose of the processing of personal data

The study examines coercive and controlling behaviours in children's lives as domestic and intimate
partner violence. The study focuses on situations where a parent or a parent's new partner targets
coercive and controlling behaviours against a child or the parent. Coercive control has previously
been studied in relationships between adults and from the perspective of adults. Thus, the study
produces new information on coercive control as domestic and intimate partner violence from the
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perspective of children. In particular, the focus of the study is on the power and mechanisms of
coercive control.

The study includes three work packages: WP 1 Identification of children's experiences, WP 2
Mechanisms of coercive control, and WP 3 Responding to and addressing coercive control in
children’s lives. The research results increase knowledge on coercive control in children's lives and
promote the identification of children's status and the provision of help to them in situations of
coercive control. International research co-operation with Canada supports the view that the
research can also produce internationally significant research results. The research project is
funded by the Research Council of Finland.

Five new research data sets will be collected during the project. In addition, one previously
collected set of material is used in the project.

In the study, personal data on you or your child are collected from the research data (1, 2, 3 or 4)
specified below. The collection of data is based on a research plan. The grounds for processing
personal data in this project is scientific research as referred to in Article 6(1e) of the EU's General
Data Protection Regulation and section 4 of the Data Protection Act.

(1) A quantitative Webropol survey aimed at young people (aged 15-17): The survey is
targeted at Finnish and Canadian young people who have experienced coercive and controlling
behaviour by their parents or stepparents as part of domestic violence and abuse. The survey
is conducted in Finland and Canada as an anonymous Webropol survey. The aim is to reach
young people through the online services of organisations supporting victims of violence, such
as member associations of the Federation of Mother and Child Homes and Shelters (Ensi- ja
turvakotien liitto) in Finland. The aim is to receive a total of 100 responses from Finland and
Canada. The survey utilises the scale created by Kelly et al. (2014) measuring the effects of
coercive control experienced by adults. Young people who have experienced violence
themselves are involved in planning the survey.

The Webropol survey data do not contain personal data that can be used to identify a person
directly (name, e-mail address, etc.), and Webropol does not store the respondent's IP address
data that could be used to connect the data to the person. However, the data include the
following personal data: basic information about the respondent (such as age and gender) and
the survey responses. The study also collects indirect personal data (the young person’s
background information, experiences of coercive control and its impacts, and receipt of help).

The survey collects data for Work Packages 1 and 3 on the manifestations of coercive control
in the young people’s everyday life, the impacts of the control, and the received help. Personal
data will only be processed for the purpose of and to an extent necessary for carrying out the
research project and the research plan.

The survey form includes information on the purpose of the study and on the purpose of
collecting personal data and other information (basic information such as the age and gender
of the respondent). The respondents give their consent to the use of their personal data by
responding to the survey.
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(2) Interviews with children and young people (aged 7-17): The interview material from children

and young people is collected in Finland and Canada. The interviews are conducted as
individual interviews or by sibling pairs/groups according to the interviewees’ wishes. The
target of interest is children's and young people's experiences of violence involving coercive
control, the impacts of violence on their everyday lives, the need for help and support because
of violence and responding to the need, and coping with violence. The interviewees’ narratives
are supported by tasks and art-based methods suitable for the child's or young person's age
level, such as drawing. The aim is to interview 20-30 children or young people in Finland and
Canada.

For the purpose of conducting the interviews, the name of the child/young person and the
telephone number and email address of the young person or parent are collected as personal
data. In addition, consent forms containing the child's/young person’s name are collected in
connection with the interview. Consent forms containing the name of the child and the parent
are collected from parents of children under the age of 15. The contact information obtained
for arranging the interview will be destroyed after the interview. The consent forms are
scanned and saved separate from the interview file, after which the paper consent forms are
destroyed. The personal data are collected to ensure the interviewee's informed consent.

A background information form containing the following personal data is collected from the
interviewees: age, gender, nationality, religion, cultural background, and other background
information that the interviewee wishes to provide. The background information form cannot
be linked to an individual interviewee and it is stored separate from the interview and consent
forms. The personal data is collected to enable a general description of the group of
interviewees when reporting the results of the study.

In the interview, information is collected for Work Package 1: Identification of children's
experiences and Work Package 3: Responding to and addressing coercive control in children’s
lives. In the interview, information is collected on the manifestations of coercive control in the
daily life of the child/young person, on the impacts of the control, and on receiving help. The
data collected is used to answer these research questions: How do children experience
coercive control perpetrated by their parent? (WP1) and What are the central factors in
strengthening the positive aspects of power practices (power to/power with) in addressing
coercive control and helping children? (WP 3)

The interview is recorded. The child's voice is stored in an audio file which is destroyed as soon
as the interview is transcribed in text format and anonymised. Identifiers referring to persons
are removed from or changed in the interview transcription (unique information related to
place of residence, family members, friends, school, etc.). In the interview situations, the
interviewer may make interview notes related to matters to which the interviewer needs to
return later. Also, the interviewer may pass a subsequent question on the basis of the
information provided.

The researchers also keep an interview diary, describing the interviewees in terms of their roles
(child, young person, or parent). Furthermore, the diary depicts the interaction created in the
interview and content-related matters that the researchers have pondered with respect to the
research topic. Should the interview not take place in the interviewee’s home, the researchers
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3)

4)

photograph the space so that the other members can see it and the elements it provides in
support of interaction. This is done because of the sensitivity of the research topic. The
research diaries do not contain personal data or other identifiable data. Instead, they contain
a general description of the interview in terms of the situation, conditions, interaction, and
produced knowledge to enable the researchers to publish articles on the implementation of
the interviews and the knowledge that was produced. The research diary also makes if possible
to contextualise the interview situation when analysing the material.

Personal data will only be processed to the extent and for purposes necessary to carry out the
research project and the research plan.

Before the interview, each participant will receive a written research introduction specifying
the objectives of the research project and a physical copy of this privacy notice with the web
address of its electronic version. In the interview, the researcher has paper versions of the
introduction (for the child, young person, and parent) and the privacy notice. At the beginning
of the interview, the researcher goes through all the documents and gives the interviewees an
opportunity to ask questions about them. Thereafter the participants are asked to fill out and
sign a form of consent to take part in the research.

Court documents under the main offence title stalking: With the exception of the District
Court of Aland, court files of stalking are requested from all Finnish District Courts and the
National Police Board of Finland. Basic information on legal proceedings is retrieved under the
main offence title of stalking, after which research permits are sought from the district courts
on a case-by-case basis. The material consists of decisions made by the district courts.

The court decisions are examined, and judgements/decisions are selected for scientific
research in cases where a relationship (dating, common-law marriage or marriage), divorce,
and child/children are mentioned. The material from other decisions will be destroyed after
the researchers have examined the entire body of material. A research permit concerning the
pre-investigation material is requested from the National Police Board. This material includes
defendants’ examination reports and official statements, excluding health data concerning not
only the classified cases but also all other cases. The procedural documents are analysed from
a social scientific perspective to find out how the mechanisms of coercive control appear in
the material. From a legal point of view, the analysis focuses on judicial decisions and their
justifications as regards the rights of child and adult victims. The data are analysed
guantitatively and qualitatively.

Procedural documents contain strong identification data (such as age, gender, and social
security number) and specific personal data (such as ethnic origin and possibly health data).
The basis for the processing of specific personal data is the scientific research purpose referred
to in Article 9, paragraph 2 (j) of the General Data Protection Regulation. The processing of
social security numbers is based on scientific research in accordance with section 29, point 3
of the Data Protection Act. The protection of data shall be arranged in accordance with section
9 of this privacy notice.

Vignette interviews with professionals: Vignette interviews are conducted with professionals
working with victims of violence in various sectors in Finland and Canada. The aim is to have
15-20 interviewees from both countries. The interviews are based on three case descriptions
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in which the children's life situation, socio-economic and ethnic background, family situation,
and mechanisms of coercive control vary. All interviewees are adults or over 15 years old.

For the purpose of conducting the interviews, the professionals’ name and telephone
number/email address are collected as personal data. The interviewee’s informed consent is
collected at the beginning of the interview orally in such a way that the person’s name is not
recorded. The personal data are collected to ensure the interviewee's informed consent.

The vignette interview material includes the following personal data: basic information (age,
gender, workplace, profession, work tasks, work experience in years in the sector, etc.). The
interview is recorded. The professional’s voice is stored in an audio file which is destroyed as
soon as the interview is transcribed and anonymised in text format. Unique information
referring to a workplace, location, and persons is removed from or changed in the interview
transcription. In the interview situations, the interviewer makes notes concerning matters to
which the interviewee is to return later.

Vignette interviews also collect indirect personal data related to the work of professionals in
situations of coercive control. Personal data will only be processed to the extent and for
purposes necessary to carry out the research project and the research plan.

Each interviewee receives a written research introduction that defines the objectives of the
research project and this privacy notice either as a physical copy or as a link to the electronic
version.

In addition, the following material without personal data is collected in the project:

(3) Scientific articles: The project implements a literature review of scientific articles on

familicides. The material consists of scientific articles published in 2013-2023, which are
collected from open library databases, such as Ebsco and PubMed. The articles are analysed
as to how coercive control manifests itself in familicides. The scientific articles do not contain
personal data.

The research project also uses the following set of data that has already been collected:

(4) Qualitative survey targeted at professionals (n=74): The qualitative survey data were

collected in December 2021 as part of a national webinar organised by Support Centre Varjo
on the topic of stalking and coercive control after divorce. The respondents to the survey were
professionals working in different sectors and organisations, such as social workers, lawyers
and shelter employees who encounter demanding divorce situations in their work or develop
services related to them. The material collected through a Webropol form contains answers to
four open-ended questions concerning the following issues: the realisation of children's rights
in situations of stalking and coercive control after the separation/divorce of parents, how the
provided support meets the needs of children and young people, key problems in accessing
help, and development needs in the service and legal systems and professional practices. At
the beginning of the survey, the respondents were informed about the purpose of processing
data in the study. During data collection, no information related to the respondent's identity,
location, or workplace/position or any other information that would reveal the respondent’s
identity was requested. All subjects are adults or over 15 years old.
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In accordance with the consents given for participation in the study and by decision of the
scientific director of the research project, only the following researchers from the University
of Lapland process the material: Merja Laitinen, Anna Nikupeteri and possibly doctoral
researchers Nenna Jyldskoski and Assi Uuskallio.

The personal data are processed as research material in scientific research. Personal data will
only be processed to the extent and for the purpose necessary to carry out the research project
and the research plan.

The research materials will be analysed separately and in combination with one another during the
research project.

3. Parties and distribution of responsibilities in the collaborative research project

The research team comprises Professor Merja Laitinen, Principal Investigator of the project from
the Faculty of Social Sciences at the University of Lapland; University Researcher Susanna Rautio;
Associate Professor Anna Nikupeteri; University Lecturer Arto Kauppi; and Doctoral Researchers
Nenna Jylaskoski, Henri Tohmo, Jonna Brandt, and Carita Lappi, plus a potential research assistant
to be appointed later. The participants from the Faculty of Law at the University of Lapland are
Professor Mirva Lohiniva-Kerkeld and Doctoral Researcher Assi Uuskallio.

The international partners of the project are Professor Simon Lapierre and researcher Jacqueline
Thibault from the University of Ottawa, Canada. Professor Lapierre leads the collection of data in
Canada (datasets 1, 2 and 4).

The materials collected in the project and the direct personal data therein are processed as follows:

- Interviews with children and young people collected in Finland: Merja Laitinen and Susanna
Rautio

- Interviews with children and young people collected in Canada: Simon Lapierre, Jacqueline
Thibault

- Court documents under the main offence title stalking: Henri Tohmo, Arto Kauppi, Merja
Laitinen, Mirva Lohiniva-Kerkeld, Anna Nikupeteri, Susanna Rautio, and Assi Uuskallio

- Vignette interviews with professionals collected in Finland: Nenna Jyldaskoski, Merja Laitinen,
Anna Nikupeteri, Susanna Rautio and Assi Uuskallio

- Vignette interviews with professionals collected in Canada: Simon Lapierre, Jacqueline
Thibault

The following persons process the anonymised materials collected in the project and the indirect
personal data therein:

- Interviews with children and young people: Nenna Jylaskoski, Merja Laitinen, Simon Lapierre,
Anna Nikupeteri, Susanna Rautio, and Jacqueline Thibault

- Vignette interviews with professionals: Nenna Jylaskoski, Merja Laitinen, Simon Lapierre, Anna
Nikupeteri, Susanna Rautio, Jacqueline Thibault, and Assi Uuskallio

- A quantitative survey directed at young people (aged 7-17) and collected as an anonymised
online survey in Finland and Canada: Nenna Jyldaskoski, Merja Laitinen, Simon Lapierre, Anna
Nikupeteri, Susanna Rautio, and Jacqueline Thibault
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The research group engages in international publication collaboration with the following persons
who only process analysed material excerpts which are selected for the manuscripts of scientific
articles and do not contain personal data:

- Associate Professor Heng Choon (Oliver) Chan, University of Birmingham, UK

- Dr. Emma Katz, UK

- Associate Professor Molly Dragiewicz, School of Criminology and Criminal Justice, Griffith
University, Australia

In order to exercise the data subject's rights, the research subjects may submit all requests related
to this study to the contact person below:

Name: Merja Laitinen

Address: University of Lapland, Faculty of Social Sciences, Yliopistonkatu 8, 96101 Rovaniemi
Phone: +358 40 509 2153

If necessary, the contact person may also forward the request to other organisations.

The research subjects may exercise their rights under the GDPR against the data controller. In this
case, the recipient may also forward the request or claim to other organisations if necessary.

4. The researcher responsible for the research or the responsible group and its principal
investigator
Name: Merja Laitinen
Address: University of Lapland, Faculty of Social Sciences, Yliopistonkatu 8, 96101 Rovaniemi
Phone: +358 40 509 2153

Email: merja.laitinen@ulapland.fi

5. Contact information of the Data Protection Officer

Legal Counsel Jari Rantala serves as the Data Protection Officer of the Lapland University
Consortium. He can be contacted at tietosuoja@ulapland.fi.

6. Persons conducting the research

The research project is carried out by researchers from the University of Lapland, Finland and
University of Ottawa, Canada. Section 2 of this document highlights the restrictions concerning the
materials and the persons conducting the research. Otherwise, the research is performed by the
research team described in section 3.

All parties processing the material sign a user agreement and a non-disclosure agreement on the
use of the collected material and undertake to comply with the guidelines of the material
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management plan, the University of Lapland's data protection guidelines, and the ethical principles
of research on humans.

The interview records are transcribed by a third party, which means that the transcription is carried
out by an external service provider. A separate processing and non-disclosure agreement
complying with the GDPR is concluded with the external service provider.

The research team works under the University of Lapland in a secure online folder (Cryptomator).

7. Title, nature, and duration of the study

Study title: Coercive control and transforming practices of power: Understanding the experiences
and needs of child victims-survivors

X Single study CIFollow-up study

Duration of the processing of personal data: The duration of the research project covers 1) the
funding period of the project between 1 September 2023 and 31 August 2027, 2) the time required
for the completion of the final report on the project (6 months after the completion of the project),
and 3) the time needed for the completion of doctoral dissertations and incomplete publications
related to the research project and for the possible verification of the research results. The
research materials will be stored for five years after the end of the funding period of the project,
until 31 August 2032.

Personal data will be processed for at least the duration of the research funding period.

At the end of the research project, the personal data will be destroyed using secure methods as
specified in this statement.

8. Legal basis for the processing of personal data
Personal data are processed on the basis of Article 6, paragraph 1 of the GDPR:

X consent of the subject

I compliance with the legal obligation of the controller:

X task in the public interest/exercise of public authority vested in the controller:
X scientific or historical research or statistics
[ archiving of research data and cultural heritage data

[ exercising the legitimate interests of the controller or a third party:

the legitimate interest in this case:
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9. What data does the research material contain?

1)

3)

The quantitative Webropol survey targeted at young people does not contain personal data that
can be used to identify a person directly (name, email address, etc.). Webropol does not store
information about the visitor's IP address, so the information about the respondents can never be
associated with one’s identity. However, the material includes the following personal data: basic
information about the respondents (such as age, gender, and nationality) and survey responses.
The study also collects indirect personal data (the young people’s background information, their
answers to the survey, and their experiences of coercive control, its impacts, and receipt of help).

The survey only contains closed questions. Using closed questions only is a means to prevent young
people from producing text that might contain personal data or non-anonymous information.

Protection of personal data: The survey answer does not contain data that can be directly
connected to a person. As the respondents reply anonymously to the survey, no new personal data
can be incorporated into it.

2) The personal data collected in the interviews with children and young people for the
purpose of arranging the interview and signing the consent form are the name, phone number,
and email address of the child and the parent. The background information form collects the
following personal data: age, gender, nationality, religion, cultural background, and other
background information the interviewee wishes to provide. The information collected in the
interviews includes the children’s experiences of the subject being studied. These are collected
verbally (voice recording) and in other ways (sticker tasks, drawing, and a photo collage that will
be photographed). Typically, other personal data on the interviewee, such as the municipality of
residence and potentially sensitive personal data mentioned in section 10 of this document, may
also be stored in the recordings of the interviews. In addition to these, indirect personal and
identification data, such as fragments of the person's life story and names of their loved ones, may
also be stored in the recordings of the interviews. The interviews are transcribed into text, after
which the identifiable information is deleted/changed. The interview text file is saved in such a
way that it cannot be linked to any specific interviewee. The interview material also includes a
research diary and potential interview notes made by the interviewer.

Protection of personal data: The audio file of the interview is destroyed as soon as the interview is
transcribed into text format, verified, and anonymised. Identifiers referring to persons are
removed from or changed in the interview transcription (unique information related to the place
of residence, family members, friends, school, etc.).

The interview material of children and young people will be generated for research use in
anonymised form, which means that all identification data will be removed from it, no return to
the identifiable data will be possible, and no new personal data can be incorporated into the
material.

Personal data in court documents: Procedural documents contain strong identification data (such
as age, social security number, address, and gender) and specific personal data (such as ethnic
origin and possibly health data). The grounds for processing specific personal data are scientific
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research purposes in accordance with Article 9, paragraph 2 (j) of the EU's General Data Protection
Regulation. The grounds for processing social security numbers are scientific research purposes in
accordance with section 29, point 3 of the Data Protection Act.

Protection of personal data: The material will be anonymised when the material to be analysed in
the study is established. All direct personal data and identities are completely deleted so that the
identifiable data cannot be retrieved and no new data can be incorporated into the material.

4) In the vignette interviews with professionals, personal data include the interviewee’s name and
basic information (such as gender, workplace, and work experience in years), email address or
telephone number, voice recording, transcription of the interview from which any identifying data
have been deleted, and interview notes made by the interviewer. The study also collects indirect
personal data related to the work of professionals in situations of coercive control. Typically, other
personal data on the interviewees, such as their place of residence, work task, organisation, and
potentially sensitive personal data mentioned in section 10 of this document, may also be included
in the recordings of the interviews. In addition to these, indirect personal and identification data,
such as fragments of the person's life story, the person’s educational background and previous
work history, and the names of the person’s loved ones (such as friends, family members,
colleagues) can also be stored on the recordings of the interviews.

Protection of personal data: The audio file of the interview is destroyed as soon as the interview is
transcribed into text format, verified, and anonymised. The identifiers referring to persons (city,
wellbeing services county, organisation, names of persons, etc.) are removed from or changed in
the interview transcription.

The interview material on professionals is generated for research use in anonymised form (all
identification data will be completely deleted so that identifiable data cannot be retrieved and no
new data can be incorporated into the material).

Detailed information on recording and storing the data is described in the data management plan.
The data collected in the study are stored in secure environments at all stages of the research. All
data will be used in such a way that the individual interviewees, respondents to the survey, or
interested parties in legal cases cannot be identified and the data will only be used for conducting
the study as specified in the research plan.

The processor of personal data and the researchers of the project are responsible for the
processing and storage of personal data as required by the General Data Protection Regulation and
national legislation. The controller (University of Lapland) processes and stores the data in
accordance with the EU's General Data Protection Regulation (EU 2016/679: Art. 9, subsection 2 j
and Art. 89) and national legislation (section 12, subsection 1, point 6 of the Personal Data Act
523/1999; section 6, subsection 2, point 7 of the Data Protection Act 1050/2018).

10. Sensitive personal data
The following sensitive personal data are processed in the study:

X Race or ethnic origin
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X Political opinions

X Religious or philosophical belief

1 Trade Union membership

O Genetic data

[ Processing of biometric data for unambiguous identification of a person

X Health

X Sexual behaviour or orientation of a natural person

The processing of data belonging to special categories of personal data is only carried out in
accordance with Article 9, paragraph 2 of the GDPR (1) on the basis of the explicit consent of the
data subject and (2) where processing is necessary for archiving, scientific and historical research,
or statistical purposes in the public interest in accordance with the GDPR under Union or Member

State law.

11. Sources from which personal data are collected

Personal data are collected as follows:

1)

2)

3)

4)

Quantitative Webropol survey targeted at young people: Personal data are collected
from young people with their consent through a Webropol survey.

Interviews with children and young people: Personal data are collected from the
children and young people participating in the study and their guardians with their
consent using the research consent form, the background information form, and
interviews.

Court documents under the main offence title stalking: Personal data are collected
from all District Courts of Finland, excluding the Aland Islands.

Vignette interviews with professionals: Personal data are collected from professionals
with their consent. When needed, permission to conduct the research is requested from
the interviewee’s organisation.

12. Transferring or disclosing data outside the research team

The transcription of the interview recordings is carried out by an external service provider with whom
a processing agreement is made in accordance with the General Data Protection Regulation (see
section 6 above).

The material collected in the research project is sensitive and it is not disclosed to members outside

the research team. However, material on the vignette interviews with professionals may be disclosed
at the discretion of the Principal Investigator (e.g., to students working on their theses). According to

the research plan, the research team is committed to following the principles of open science. After
the completion of the research project and the doctoral dissertations included in it, the quantitative
survey data collected from young people in Finland and the vignette interview data on professionals
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can be disclosed to the Data Archive, where possible. A precondition for the disclosure is that after
anonymisation, the quality of the materials allows the use of the data (ethical aspects).

13. Transfer or disclosure of data outside the EU or the EEA

The data are not transferred or disclosed outside the European Union or the European Economic Area,
but the research group has two researchers who are not EU citizens (Canada).

14. Automated decision making

No automatic decisions are made.

15. Principles of personal data protection

X The information is confidential.

The study only deals with information that is based on the research plan and necessary for the
purpose of the study. Data protection impact assessments have been carried out as regards the
interviews with children and young people and the court documents.

The accountable project leader ensures that all members of the research team are aware of the
data protection provisions and thereby the appropriate processing of the data. The investigation
shall be conducted in such a way that the information concerning any particular person is not
disclosed to third parties.

The members of the research group sign agreements concerning the application and secrecy of
the research data. Everyone agrees to exercise caution and care throughout the research process
when storing and processing research-related files.

The personal data (name, phone number, or email address) of the child, young person, parent, and
professional collected for the purpose of arranging the interviews are only known to the
interviewer. After the interview, the interviewer will destroy all personal data collected for
arranging the interview.

The consent forms of the participating children, young people, and parents of children under the
age of 15 are scanned and stored in a Cryptomator folder separate from the material. The
background information forms concerning the interviewed children and young people are saved
separate from the consent forms and material. Paper forms are destroyed after digitisation and
storage. The informed consent of the professionals participating in the vignette interviews is
collected in such a way that their names are not included in the recorded interview.

Paper research material generated in connection with interviews with children and young people
(drawings, image collages) is photographed and stored digitally for research use. The interviewer
instructs the child/young person so that they do not write their own name or the names or
localities of other persons on the drawing. Paper research material is destroyed after digitisation
and storage. If the child or young person so wishes, the researcher also delivers the drawing to the
interviewee.
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Personal data collected during the study (questionnaire, interviews, district court decisions) are
stored for research purposes in digital format. The following principles are used to protect the
digital material.

The digital research material is stored in an encrypted virtual vault (Cryptomator), which is located
on the network drive of the University of Lapland. Only designated researchers processing the
material have access to the encrypted environment, and the material can only be processed on
the University of Lapland's computers, where the hard drive is protected by encryption and the
necessary information security solutions. In accordance with the rights to process data (section 3
of this document), two different environments will be established for the research project: one for
the processing of legal data and the other for research data collected in co-operation with the
Canadian researchers. To open the encrypted vault, users must use a separate authentication
method. All processing of confidential information takes place inside the encrypted vault, so there
is no confidential cached or other temporary information outside the vault.

The survey on young people is carried out as an anonymous Webropol survey and it only contains
closed answers.

The audio files of the interviews with children, young people, and professionals are destroyed after
the interviews have been transcribed into text format and checked and anonymised. The
transcribed interviews are anonymised by deleting and changing the information that would make
the interviewee identifiable. For example, the city of Rovaniemi is converted to [City]. After this,
the interview can no longer be connected to an individual person participating in the study.

Court documents are requested for research use in digital format. Any direct identification data is
removed from them by using Adobe Acrobat's Edit function.

Data processed in information systems:

X username X password [1 access registration [ access control

[ other, what:

Processing of identification data:
X Direct identification data will be deleted during the analysis phase

[0 The data is analysed with direct identification data because (the basis for storing direct
identification data): [please specify]

16. Processing of personal data after the end of the study
X The study register will be destroyed after 31 August 2032

[ The study register is archived:
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[ without identification data [ with identification data
Where the material is archived and for how long:

The research material is sensitive and confidential, and it will not be made openly available after
the project has ended, for example, in the Finnish Social Science Data Archive. The metadata of
the research material will be published in the University of Lapland's research portal (LaCRIS) after
the end of the funding period of the project (31 August 2027) and after the final reporting to the
Research Council of Finland (at the latest 6 months after the end of the project). After the
dissertations and other publications have been completed, it will be assessed whether the
anonymised vignette interview data collected from professionals in Finland and the anonymised
survey data of young people can be made openly available.

17. What rights you have and exceptions to them

The contact person in matters related to the rights of the data subject is the person mentioned in
section 1 of this privacy notice.

Rights of data subjects

Withdrawal of consent (GDPR, Article 7)

You have the right to withdraw your consent if the processing of personal data is based on consent.
The withdrawal of consent shall not affect the lawfulness of the processing carried out on the basis
of consent prior to its withdrawal.

Access to data (GDPR, Article 15)

You have the right to be informed of whether your personal data are processed in the study and
which personal data are processed in it. You can also request a copy of the personal data to be
processed.

Right to rectification (GDPR, Article 16)

If there are inaccuracies or errors in the personal data processed in this study, you have the right
to request that they be rectified or supplemented.

Right to erasure (GDPR, Article 17)

You have the right to request the erasure of your personal data in the following cases:

a) the personal data are no longer needed for the purposes for which they were collected or
otherwise processed;

b) you withdraw the consent on which the processing was based and there is no other legal
basis for the processing;

c) you object to the processing (a description of the right to object is below) and there is no
justified reason for the processing;

d) the personal data have been unlawfully processed; or
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e) the personal data shall be erased in order to comply with a legal obligation applicable to a
controller under Union or Member State law.

However, there is no right to erasure if the erasure of data significantly prevents or hinders the
realisation of the purpose of the processing in scientific research.

Right to restriction of processing (GDPR, Article 18)

You have the right to restrict the processing of your personal data in any of the following
circumstances:

a) vyou dispute the accuracy of the personal data, in which case the processing is limited for
a period during which [name of your organisation] can verify their accuracy;

b) the processing is unlawful and you oppose the deletion of personal data and instead
require that their use be restricted;

c) [name of your organisation] no longer needs the personal data in question for the
purposes of the processing, but you need them to establish, present or defend a legal
claim; or

d) you have opposed the processing of personal data (see below) pending verification of
whether the controller's legitimate grounds override the data subject's grounds.

Right to data portability (GDPR, Article 20)

You have the right to receive the personal data provided by you to [your organisation's name] in a
structured, commonly used and machine-readable format, and the right to transfer such data to
another controller [your organisation's name] without hindrance, if the legal basis for the
processing is consent or an agreement, and the processing is carried out automatically. When you
exercise your right to transfer data from one system to another, you have the right to transfer
personal data directly from one controller to another, if technically possible.

Right to object (GDPR, Article 21)

You have the right to object to the processing of your personal data if the processing is based on
the public interest or a legitimate interest. In such a case, [the name of your organisation] will not
be able to process your personal data unless it can demonstrate that there is a significant and
justified reason for the processing that overrides the interests, rights and freedoms of the data
subject or for the establishment, exercise or defence of a legal claim. [name of your organisation]
may continue to process your personal data, if it is necessary for the performance of a task carried
out in the public interest.

Derogation from rights

In certain individual cases, the rights described in this section may be derogated from on the
grounds laid down in the GDPR and Finnish data protection legislation to the extent that they
prevent or greatly hinder the achievement of scientific or historical research purposes or statistical
purposes. The need to derogate from the rights is always assessed on a case-by-case basis.

Right of appeal
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You have the right to lodge an appeal with the Office of the Data Protection Ombudsman if you

consider that the processing of your personal data has violated the valid data protection
legislation.

Contact information:

Office of the Data Protection Ombudsman

Link: Notification to the Data Protection Ombudsman

Visiting address: Lintulahdenkuja 4, 00530 Helsinki
Postal address: P.O. Box 800, 00531 Helsinki

Email: tietosuoja(at)om.fi

Switchboard: +358 29 566 6700

Registry: +358 29 566 6768

THIS FORM MUST ALSO BE SUBMITTED TO THE REGISTRY
(kirjaamo@ulapland.fi)
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