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• What is Open (Government) Data and why it is/has been problematic form the 

point of view of Ethics and Digital Indigenous Cultural Heritage? (examples: 

Exploitation of Research Data, Religious and Traditional sensitive data …); 

• Answers: provide some possible solutions. 
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Questions/Issues



• How to open and pave a realistic way “Towards an Ethical, Accountable,

Sustainable (and Resilient) Use and Re-use of “Indigenous Open Government

Data”?

 Targeted Legal provisions for Indigenous CH;
 Soft-law measures; tools like guidelines ; 
 ‘Ethics-by-design’, Ethic Impact Assessment : Ethical Canvas
 Strong policy of Data Stewardship,
 Ensure Cyber security and Cyber resilience;

• This short presentation addresses these issues by making concrete propositions for 

how to strike a fair balance between the various interests at stake relying on different 

regulatory means towards a revised and modern Open Government Data policy for 

Indigenous Peoples’ Cultural Heritage.
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Open Data Definition



What Kinds od Open Data?

Source: OFKN



Open and Machine-readable  formats
identify, recognise and extract specific data  

Open Data Directive
2019/1024/EU 



Exploitation of Cultural Heritage Resources
Digitisation

Public Sector Information - PSI – Directives
2003/98/EC – 2013/37/EU -2019/1024/EU



(14) The scope of Directive 2003/98/EC should be extended to libraries,
including university libraries, museums and archives.

(15) Libraries, museums and archives hold a significant amount of valuable
public sector information resources, in particular since digitisation projects
have multiplied the amount of digital public domain material. These
cultural heritage collections and related metadata are a potential base for
digital content products and services and have a huge potential for
innovative re-use in sectors such as learning and tourism. Wider possibilities
for re-using public cultural material should, inter alia, allow Union companies to
exploit its potential and contribute to economic growth and job creation.

Exploitation of (Digital) Cultural Resources
In the GLAM Sector 

Indigenous Cultural Heritage Digital Assets

Public Sector Information - PSI – Directives
2003/98/EC – 2013/37/EU 



Exploitation of (Digital) Cultural Resources
Research Data

Indigenous Cultural Heritage Digital Assets

Public Sector Information - PSI – Directives
2003/98/EC – 2013/37/EU 



Public Sector Information - PSI – Directives
2003/98/EC – 2013/37/EU 



Public Sector Information - PSI – Directives
2003/98/EC – 2013/37/EU 



OGD - Basic website

https://data.europa.eu/fi

https://data.europa.eu/fi


Current and Future Situation 

• FAIR principles for scientific data management and stewardship

• The Global Indigenous Data Alliance (GIDA)

• IMPLEMENTATION OF THE CARE Principles for Indigenous Data Governance 



Current Situation 
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https://uit.no/research/sshf-no/project?pid=788403

https://uit.no/research/sshf-no/project?pid=788403
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Need of a Multidisciplinary Approach for Preserving 
Indigenous Digital Cultural Heritage Dataserts

• Economical Aspects: Charging - Business Models - Revenue Streams - Cultural 

Heritage Institutions GLAM - Cultural Heritage Economy – Real-life cases – Good 

practices

• Ethical Aspects: Ethical principles, Examining Biases in GLAM Data and Metadata –

Sustainability-Developing a BM Ethical Canvas for OGD – Data Stewardship

• Legal Aspects: Transparency – Openness - Right of Access –Right to Knowledge -

Accountability - Data Protection, Copyright, Licences, Case Law 

• Digitisation and Technological and Sematic Web Aspects: Formats – Standards –

Interoperability - permanent linking - URIs – Metadata – Machine Readable – Advanced 

technologies, such as 3D, artificial intelligence, extended reality, cloud computing, 

data technologies and blockchain, ensure a more efficient process of digitisation and 

digital preservation and a higher quality content for a wider access, use and reuse.



Normative at EU Level 
in between the de lege lata and the lege ferenda

A European Strategy for data - European data Space for Cultural heritage 

• Directive (EU 2019/1024) on Open Data and Public Sector Information (PSI)

• “Data Governance Act” ( EU 2022/868) - the upcoming “Data Act” (COM/2022/68 final)

• Artificial Intelligence Act” (COM/2021/206 final)

• Digital Single Market Directive” (EU 2019/790) 

• GDPR - General Data Protection Regulation (EU 2016/679)

• Cybersecurity Act (EU 219/881)

• Commission Recommendation of 27 October 2011 on the digitisation and online 

accessibility of cultural material and digital preservation



24
https://digital-strategy.ec.europa.eu/en/policies/cultural-heritage

https://digital-strategy.ec.europa.eu/en/policies/cultural-heritage


25
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A32011H0711

https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A32011H0711


Responsible re-use of government data is an absolute must for any 
organization that seeks to have a reputational profile in an international 
and national market scenario.

https://www.europeandataportal.eu/sites/default/files/report/2015_ethical_and_responsible_use_of_open_
government_data.pdf

Ethical and Responsible Use and Re- use 
of Open Government Data Datasets

https://www.europeandataportal.eu/sites/default/files/report/2015_ethical_and_responsible_use_of_open_government_data.pdf


Cognitive Bias in the creation of the dataset. 
We must define rules and technical mechanisms for detecting cognitive bias 

in the creation of the dataset in order to avoid discriminations, 
stereotyping, crystallization, distortion of the history, misrepresentation of 
reality, manipulation of the cultural identity of a country/community.

Prohibition to use the dataset for unethical purposes.
We must define rules and technical mechanisms for avoiding unethical 

usage of the dataset. The ethics code is one instrument.

Ethical and Responsible Use and Re-use 
of Open Government Data Datasets



Explicability in case of AI.  
Conclusively,  we should address and point out the final scope of the 

document giving the support to the TM project in terms of legal and 
ethical issues.

The explicability  is a principle introduced by the High-level group on AI 
of the European Commission with the intention to reinforce the 
ethical instruments in the AI domain and to support transparency, 
accountability of the automatic decision system, auditability of 
black box of algorithms. The explicability in this definition is 
applicable also to the dataset lifecycle that should be traceable, 
transparent in the semantic and in the data model, transparent in 
the provenance and in the modifications over the time. This means 
to explain the method of anonymization, the algorithm of 
aggregation, the model of classification of the datasets, the training 
set in case of deep learning or machine learning.

Ethical and Responsible Use and Re-use
of Open Government Data Datasets



• EU normative are expected to strongly influence Member States’
policies and legislations related to open access as well as the sustainable
digitisation and preservation of cultural heritage assets.

• On the one hand, these new legal frameworks might lead to significant
opportunities for Indigenous Peoples to preserve digitised datasets for
future generations and to contribute to the economic growth.

• On the other hand, however, they also raise numerous challenges related
to the central decision of whether and to what extent to make
Indigenous cultural heritage datasets available in Open Data format.

• Concerns include issues of data sovereignty, such as data ownership,
control, access, collection, storing and custody of data.

Ethical and Responsible Use of Open Government Data
Some tentative Conclusions



• Addressing these key issues requires bringing to the discussion ethical
perspectives that are indeed central to the exploitation of Indigenous
cultural heritage data.

• Specifically, these EU rules should be implemented considering an
appropriate policy and suitable instruments that protect Indigenous
people’s interests on their own cultural heritage and that tackle ‘data
colonization’ practices.

• The research addresses these issues by making concrete propositions for
how to strike a fair balance between the various interests at stake
relying on different regulatory means towards a revised and modern Open
Government Data policy for Indigenous Peoples’ Cultural Heritage.

Ethical and Responsible Use of Open Government Data
Some tentative Conclusions



Towards an Open Government Data policy 

for Indigenous Peoples’ Digital Cultural Heritage

The implementation of CARE Principles:

an ethical issue 

Thank you!
Question?
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